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Abstract 

 

Internet banking is becoming an important channel for retail banking and 

business thanks to the wide spread of Internet technology. However, the growth of 

Internet banking services has led to a corresponding increase in online banking fraud 

as a result producing a loss worldwide of billions of dollars each year  

A particular class of fraud detection systems are detection systems online bank 

fraud. In this fight against banking fraud, BankSealer is an effective system to detect 

anomalies and online fraud that uses semi supervised and unsupervised methods. A 

major component of BankSealer is the "Temporary Profile", this module aims to 

detect some types of fraud that would otherwise develop-received.  

In this thesis, has developed an application based on unsupervised method called 

"Peer Group Analysis" (PGA) to improve the current temporal profile BankSealer. 

The need to use unsupervised methods should these methods are useful in applications 

where no prior knowledge about the particular class of observations in a data set. 

PGA detects individual objects that begin to behave differently from objects that 

had previously been like. In the training phase, each target object is selected and 

compared to all other objects in the database, either using external criteria compared 

internal criteria or abstract patterns of previous behavior of each object. Based on this 

comparison, a group of most similar to the target object is chosen objects.  

The behavior of the group of similar objects is summarized below, in each time 

sequence, and the behavior of the target object is compared to group summary items. 

For this Final Graduation Project, the centroid of trained months compared to the new 

month to be testing.  

In order to validate PGA, two main stages simulating two different attacks in 

which different experiments are performed using different parameters are designated. 

After obtaining the results, it is verified through various graphic high percentages 

obtained in detecting fraud artificially injected. 
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Resumen 

 

Banca por Internet se está convirtiendo en un importante canal de banca minorista 

y de negocios gracias a la amplia difusión de la tecnología de Internet. Sin embargo, el 

crecimiento de los servicios de banca por Internet ha dado lugar a un aumento 

correspondiente de fraude de banca en línea produciendo como resultado una pérdida 

en todo el mundo de miles de millones de dólares cada año  

 

Una clase particular de los sistemas de detección de fraude son los sistemas de 

detección de fraudes bancarios en línea. En esta lucha contra el fraude bancario, 

BankSealer es un sistema efectivo en la detección de anomalías y fraudes en línea que 

utiliza métodos semi supervisados y no supervisados. Un componente principal de 

BankSealer es el "Perfil Temporal", este módulo tiene el objetivo de detectar algunos 

tipos de fraude que de otra manera pasarían desa-percibidos.   

 

En este Proyecto Final de Grado, se ha desarrollado una aplicación basada en el 

método no supervisado denominado “Peer Group Analysis” (PGA) para mejorar el 

actual perfil temporal de BankSealer. La necesidad de utilizar métodos sin supervisión 

se debe estos métodos son útiles en aplicaciones donde no hay conocimiento previo 

acerca de la clase particular de observaciones en un conjunto de datos.  

 

PGA detecta objetos individuales que comienzan a comportarse de una manera 

distinta de los objetos a los que habían sido previamente similar. En la fase de 

entrenamiento, cada objeto está seleccionado como objetivo y se compara con todos 

los demás objetos de la base de datos, ya sea utilizando criterios de comparación 

externos o criterios internos que resumen los patrones de comportamiento anteriores 

de cada objeto. Sobre la base de esta comparación, se elige un grupo de objetos más 

similares a la del objeto de destino. 

 

El comportamiento del grupo de objetos más similares es resumido a 

continuación, en cada secuencia de tiempo, y el comportamiento del objeto de destino 

es comparado con el resumen del grupo de objetos. En el caso de este Proyecto Final 

de Grado, se compara el baricentro de los meses entrenados con el nuevo mes al que 

se van a realizar las pruebas. 

 

Con el fin de poder validar PGA, se diseñan dos principales escenarios que 

simulan dos ataques diferentes, en los cuales se realizan diferentes experimentos 

utilizando diferentes parámetros. Una vez obtenidos los resultados, se verifica a través 

de diferentes gráficas los altos porcentajes obtenidos en la detección de fraudes 

inyectados artificialmente.   
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Chapter 1 

Introduction 

 

 

Internet banking is emerging as a major channel for retail and business banking 

thanks to the widespread diffusion of Internet technology. However, the growth of 

Internet banking services has led to a corresponding increase of online banking fraud. 

These are originated from cyber attacks such as phishing scams, malware (malicious 

software), and Trojan infections, and result in a worldwide loss of billions of dollars 

each year [1].  

 

According to the Symantec Internet Security Threat Report [2], in 2010 Web-

based attacks increased by 93% over the volume observed in 2009, and by 30% in 

2013 over the volume observed in 2012 [3]. Because fraudulent activities have 

become more sophisticated and seriously threatens the security and trust of online 

banking business, the need to create up-to-date to defend infrastructures has emerged. 

 

Such a particular case is for example in Netherlands. In the “figure 1.1” it can 

check the increasing of Internet banking fraud at recent years in this country. However 

this statistic is not special from only Netherlands, in the rest in other countries with 

high rate of online banking have similar data. 
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Figure 1.1 Internet banking fraud in Netherlands 

 

Internet banking fraud exhibits several peculiar characteristics [4]. The most 

relevant are: 

- Fraudulent behaviour is very dynamic and hidden in very different users 

profiles. 

- Fraud-related transactions are dispersed in very large and highly imbalanced 

data sets. 

 

These aspects make the search of a solution for online banking frauds challenging 

and relevant from both the research and the economical points of view. 

There are two complementary classes of solutions to face this problem: fraud 

prevention and fraud detection. Fraud prevention consists of the security measures 

adopted to contrast unauthorized individuals from initiating transactions on an account 

for which they are not authorized. Fraud detection, instead, consists in identifying 

such unauthorized activities as quickly as possible once they have been carried out 

and, therefore, when fraud prevention has failed.  
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Thus, the main difference between fraud prevention and fraud detection is that 

fraud prevention acts before the fraud is committed, while fraud detection acts when 

the prevention mechanisms have failed. 

A particular class of fraud detection systems is online banking fraud detection 

systems. They are systems that monitor and scrutinize each online banking 

transaction, and compare its pattern with transactions history. 

 

In this fight against fraud, BankSealer [5] is an effective online banking 

semisupervised and unsupervised fraud and anomaly detection framework. The goals 

are automatic detecting frauds and anomalies in a real online banking dataset. 

 

One the main component of BankSealer is the “Temporal Profile”, this module 

has the objective to detect some types of fraud that would otherwise go unnoticed.  

In this thesis, was developed an Application based on the unsupervised method 

called Peer Group Analysis (PGA) [6] to improve the current Temporal Profile of 

BankSealer 

The current Temporal Profile model of the spending habits of each user, 

establishes a set of thresholds, calculated using the past transactions of each user and 

analyzing the trend of sometimes dependent features. 

During the training phase this module takes as input the dataset of the 

transactions (assumed to be without frauds) and produces as output the model of the 

spending habits of each user. During the testing phase this module takes as input 

unseen transactions and produces as output a score for each transaction. This score 

reflects how much the thresholds set during the training phase have been exceeded, if 

they have been exceeded. 

The need to use Unsupervised methods [7] is due these methods are useful in 

applications where there is no prior knowledge about the particular class of 

observations in a data set. For example, it may not be able to know for sure which 

transactions in a database are fraudulent and which are legitimate. In these situations, 
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unsupervised methods can be used to find groups or find outliers in the data. 

Essentially, it collects data to provide a summary of the system.  

  

The Temporal Profile in Banksealer is very important to detect frauds in bank 

transferences. Hence, it need improve the quality of its predictions.  

PGA detects individual objects that begin to behave in a way distinct from objects 

to which they had previously been similar. In the training phase, each object is 

selected as a target object and is compared with all other objects in the database, using 

either external comparison criteria or internal criteria summarizing earlier behaviour 

patterns of each object. Based on this comparison, a peer group of object most similar 

to the target object is chosen. 

The behaviour of the Peer Group is then summarized at each subsequent time 

point, and the behaviour of the target object compared with the summary of its peer 

group. In this thesis, it compares the centroid of the trained months with the new 

month to be tested. 

In order to validate PGA, it designs two main scenarios to simulate different 

attacks using different experiments and parameters. 

After obtaining the results, it is verified through various graphic high 

percentages obtained in detecting fraud artificially injected.  

Finally, these results reflect the substantial improvement in efficiency in the 

experiment where the evidence only for users with a good background database are 

performed. 

 

The thesis is structured as follows: 

 In Chapter 3: The main and specific goals are presented. This section is 

organized in two sections, one for describing the general objectives and a 

different one for the specific ones.  
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 In Chapter 4: It covers the preliminary concepts needed to understand the online 

banking fraud and anomaly detection. Subsequently it delves into the methods 

developed in the project. 

 In Chapter 5: This chapter describes the method of work carried out for this 

project. In this case the project planning has been developed following an agile 

methodology, more specifically Scrum. 

 In Chapter 6: It explained the system implementation. At first is described the 

architecture and how is joined every parts and then it describes in details about 

the internal working of each part. 

 In Chapter 7: It describes the sceneries used in testing phase and subsequently it 

shows the different results of these experiments using these different sceneries. 

 Finally, in Chapter 9, the final conclusions and proposals for future work are 

proposed. 
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Chapter 2 

Introducción 

 

Banca por Internet se está convirtiendo en un importante canal de banca minorista 

y de negocios gracias a la amplia difusión de la tecnología de Internet. Sin embargo, el 

crecimiento de los servicios de banca por Internet ha dado lugar a un aumento 

correspondiente de fraude de banca en línea. Estos se originan a partir de los ataques 

cibernéticos como el phishing, malware (software malicioso), e infecciones de 

Troyanos, produciendo como resultado una pérdida en todo el mundo de miles de 

millones de dólares cada año [1].  

De acuerdo con el informe de Symantec sobre las amenazas de seguridad en 

Internet [2], en 2010 los ataques basados en la Web aumentó un 93% respecto al 

volumen observado en 2009, y en un 30% en 2013 con respecto al volumen observado 

en 2012 [3]. Dado que las actividades fraudulentas se han vuelto más sofisticadas y 

amenaza seriamente la seguridad y la confianza de los negocios de banca en línea, ha 

surgido la necesidad de crear y actualizar infraestructuras para defender las 

infraestructuras. 

Tal caso particular es por ejemplo, en los Países Bajos. En la "figura 1.1" se pue-

de comprobar el cada vez mayor de fraude bancario en Internet en los últimos años en 

este país. Sin embargo, esta estadística no es especial de sólo Países Bajos, en el resto 

de países con alto índice de banca online tienen datos similares. 
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Figure 2.1 Fraude bancario de Internet en los Países Bajos. 

 

El fraude de banca por Internet presenta varias características peculiares [4]. Las 

más relevantes son:  

- El comportamiento fraudulento es muy dinámico y escondido en perfiles de 

clientes muy diferentes. 

- Las transacciones relacionadas con el fraude son dispersas en los conjuntos de 

datos muy grandes y muy desequilibrados. 

 

Estos aspectos hacen que la búsqueda de una solución para los fraudes bancarios 

en línea, sean desafiantes y relevantes tanto de la investigación y los puntos de vista 

económico.  

 

Hay dos clases complementarias de soluciones para hacer frente a este problema: 

la prevención del fraude y detección de fraude. La prevención del fraude consiste en 

las medidas de seguridad adoptadas para contrarrestar que los individuos no autoriza-

dos inicien transacciones en una cuenta para la que no están autorizados. La detección 

del fraude, en cambio, consiste en la identificación de tales actividades no autorizadas 

lo más rápidamente posible una vez que se han llevado a cabo y, por consiguiente, la 

prevención del fraude cuando ha fallado.  
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Por lo tanto, la principal diferencia entre la prevención del fraude y la detección 

del fraude es que la prevención del fraude actúa antes de que el fraude se comete, 

mientras que la detección de fraudes actúa cuando los mecanismos de prevención han 

fallado. 

 

Una clase particular de los sistemas de detección de fraude son los sistemas de 

detección de fraudes bancarios en línea. Son sistemas que supervisan y fiscalizan cada 

transacción bancaria en línea, y comparar su patrón con la historia transacciones.  

 

En esta lucha contra el fraude bancario, BankSealer [5] es un sistema efectivo en 

la detección de anomalías y fraudes en línea que utiliza métodos semi supervisados y 

no supervisados. Los objetivos son la detección automática de fraudes y anomalías en 

un conjunto de datos reales de banca en línea.  

 

Un componente principal de BankSealer es el "Perfil Temporal", este módulo tie-

ne el objetivo de detectar algunos tipos de fraude que de otra manera pasarían desa-

percibidos.  

 

En este Proyecto Final de Grado, se ha desarrollado una aplicación basada en el 

método no supervisado denominado “Peer Group Analysis” (PGA) [6] para mejorar el 

actual perfil temporal de BankSealer. 

 

El  Perfil Temporal actual modela  los hábitos de consumo de cada usuario, esta-

blece una serie de umbrales, calculados usando las últimas transacciones de cada 

usuario y el análisis de la tendencia de características a veces dependientes. 

 

Durante la fase de entrenamiento este módulo, toma como entrada el conjunto de 

datos de las transacciones (asumidas sin fraudes) y produce como salida el modelo de 

los hábitos de consumo de cada usuario. Durante la fase de pruebas de este módulo,  

toma como entrada transacciones no revisadas nunca y produce como salida una pun-

tuación para cada transacción. Esta puntuación refleja cuánto se han superado los um-

brales establecidos en la fase de entrenamiento, si así lo hubiera superado.  
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La necesidad de utilizar métodos sin supervisión [7] se debe estos métodos son 

útiles en aplicaciones donde no hay conocimiento previo acerca de la clase particular 

de observaciones en un conjunto de datos. Por ejemplo, puede que no sea capaz de 

saber con seguridad que las transacciones en una base de datos son fraudulentas y que 

son legítimas. En estas situaciones, los métodos no supervisados se pueden utilizar 

para encontrar grupos o encontrar los valores atípicos en los datos. En esencia, recoge 

datos para proporcionar un resumen del sistema.  

 

El perfil temporal en Banksealer es muy importante para detectar fraudes en las 

transferencias bancarias. Por lo tanto, se necesita mejorar la calidad de sus prediccio-

nes. 

 

PGA detecta objetos individuales que comienzan a comportarse de una manera 

distinta de los objetos a los que habían sido previamente similar. En la fase de entre-

namiento, cada objeto está seleccionado como objetivo y se compara con todos los 

demás objetos de la base de datos, ya sea utilizando criterios de comparación externos 

o criterios internos que resumen los patrones de comportamiento anteriores de cada 

objeto. Sobre la base de esta comparación, se elige un grupo de objetos más similares 

a la del objeto de destino. 

 

El comportamiento del grupo de objetos más similares es resumido a continua-

ción, en cada secuencia de tiempo, y el comportamiento del objeto de destino es com-

parado con el resumen del grupo de objetos. En el caso de este Proyecto Final de Gra-

do, se compara el baricentro de los meses entrenados con el nuevo mes al que se van a 

realizar las pruebas. 

 

Con el fin de poder validar PGA, se diseñan dos principales escenarios que 

simulan dos ataques diferentes, en los cuales se realizan diferentes experimentos 

utilizando diferentes parámetros. 

Una vez obtenidos los resultados, se verifica a través de diferentes gráficas los 

altos porcentajes obtenidos en la detección de fraudes inyectados artificialmente.  
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Por último, estos resultados reflejan la mejora sustancial de la eficiencia en el 

experimento donde se realizan las pruebas sólo para usuarios con una buena base de 

datos de fondo. 

 

El Proyecto se estructura de la siguiente manera:  

 

 En el Capítulo 3: Los principales objetivos específicos y se presentan. Esta 

sección está organizada en dos secciones, una para describir los objetivos ge-

nerales y uno diferente para los específicos.  

 

 En el Capítulo 4: Abarca los conceptos preliminares necesarios para entender 

el fraude de banca en línea y la detección de anomalías. posteriormente  se 

profundiza en los métodos desarrollados en la tesis.  

 

 En el Capítulo 5: En este capítulo se describe el método de trabajo llevado a 

cabo para este proyecto. En este caso, la planificación del proyecto se ha desa-

rrollado siguiendo una metodología ágil, más en concreto Scrum.  

 

 En el Capítulo 6: Se explica la implementación del sistema. Al principio se 

describe la arquitectura y cómo se une cada piezas y luego describe en detalles 

sobre el funcionamiento interno de cada parte.  

 

 En el Capítulo 7: Describe los escenarios utilizados en la fase de prueba y pos-

teriormente se muestra los diferentes resultados de estos experimentos utili-

zando estos diferentes escenarios.  

 

 Por último, en el capítulo 8, se establecen las conclusiones finales y propuestas 

para futuros trabajos. 
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Chapter 3 

Goals 

 

 

In the following chapter the project objectives are presented. This section is 

organized in two sections, one for describing the general objectives and a different one 

for the specific ones. 

 

3.1  General goal. 

 

In general terms, this project is intended to implement and improve the efficient 

of the detection novel fraud from the users of BankSealer, using an unsupervised 

approach that detects local anomalies of the users.  

The Temporal Profile in Banksealer is very important to detect frauds in bank 

transferences. Hence, it need improve the quality of its predictions.  

In order to verify the quality of the application implemented in fraud banking 

transferences. It must research about the main Threats to Internet Banking and 

implement tests from the knowledge acquired of this research. 

After the testing is executed in different sceneries and experiments, it can be seen 

the performance of the Application. 

 

3.2  Specific goals  

 

This objective is going to be developed across a series of more specific objectives. 

These objectives are listed below. 
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3.2.1 Research, analysis and selection of a method to detect frauds or anomalies 

inside of Internet Dataset from Online Bank Transfer. 

 

It must cover the preliminary concepts needed to understand the anomalies and 

fraud detection 

It starts with the general concepts of the anomaly and fraud detection. Then, it 

must deepen the approaches of the online banking fraud and anomaly detection. 

Afterwards, it must select a methods and analysis how can be implemented and. 

Finally, it must check if it satisfies the requirements to achieve the main aim of 

the thesis. 

 

3.2.2 Implementation in Python of the method selected. 

 

After choosing the method selected, we proceed to perform the implementation of 

the Python programming language.  

A phase of training and familiarity with the programming language is required in 

order to make a more efficient implementation and using the most appropriate 

methods and functions. 

 

3.2.3 Implementation in Python the heuristics to improve the performance of the 

detection Online Banking Frauds. 

 

After completing the implementation of the selected method, it must analysis the 

results of the detection.   

For this accomplishment, it must research the most appropriate heuristics to 

improve the results and the performance in this fraud detection. 
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3.2.4 Design and perform the tests to validate the efficient of the Application 

developed. 

 

Finally, it must research about the main threats to Internet Banking, in order to 

the experiments can simulate more realistic scenarios possible. 

The tests must ensure that the algorithm designed in the previous iterations has a 

good performance on the Online Banking Fraud detection. The tests to be 

implemented should consider all possible scenarios and threats of frauds in Online 

banking transferences. 
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Chapter 4 

State of the Art 

 

In this chapter it covers the preliminary concepts needed to understand the online 

banking fraud and anomaly detection [8]. Then it proofs in the method developed at 

the thesis. The points 4.1 and 4.2 are part from the Thesis of BankSealer. 

 

4.1  Anomaly and Fraud Detection Definition 

 

With the term “anomaly detection” it refers to the problem of finding patterns in 

data that do not conform to the expected behaviour [9]. Its importance is a 

consequence of the fact that anomalies in data often are not just unimportant noise, but 

rather significant information in a wide variety of application domains.  

In particular, frauds are anomalies induced in data by malicious activities. In [10] 

it is stated that fraud is the “abuse of a profit organization‟s system without that abuse 

leading necessarily to legal consequences”. In [1], fraud is defined as “the use of false 

representations to gain an unjust advantage”. 

In summary, fraud is the usage of a system outside of its intended rules and 

purposes, but close enough to legal use that the chances to go undetected and therefore 

not prosecuted are high. Fraud detection is evidently linked to anomaly detection and, 

in particular, to noise and novelty detection. Noise detection processes the data in 

order to remove unwanted noise so that the patterns in the data could be better studied. 

This differs from anomaly detection since the interest is in anomaly detection in 

finding those records rather than removing them. Instead, novelty detection aims at 
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detecting previously unobserved patterns in the data. The distinction between novel 

patterns and anomalies is that the novel patterns are typically incorporated into the 

normal model after being detected. 

 

4.2  Online Banking Detection Systems 

 

There are two approaches to face online banking Fraud problem: fraud prevention 

and fraud detection. Fraud prevention describes the security measures to contrast 

unauthorized individuals from initiating transactions on an account for which they are 

not authorized.  

Fraud detection consists in identifying such unauthorized activity as quickly as 

possible once it has been committed and, therefore, when fraud prevention has failed.  

In practice, fraud detection must be used continuously, since the system is unaware 

of when fraud prevention has failed. In addition, fraud detection systems must evolve 

because once the detection methods have been discovered, criminals will adapt their 

strategies and circumvent it [1].  

Consequently an effective and efficient online detection system based on 

transaction monitoring needs to be a main point in the security policies of financial 

institutions. 

Online banking fraud detection systems are centralized platforms located in the 

bank‟s data center that collect heterogeneous information from the Internet Banking 

services. They monitor and scrutinize each user, and compare their pattern with 

patterns learned from past transactions history. 

All alerts generated from the detection system need to be manually investigated, 

and this activity is very time consuming. As a result of this, the number of alerts 

should be kept at a level such that it can be handled by the available investigators and 

fraud analysts. As a consequence, the processing requires fast and efficient machine 

learning and data mining algorithms and techniques. 
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Another problem in automated fraud detection system is the fact that one can 

never be completely sure if a transaction is really fraudulent or if it is a false positive. 

This is because fraudsters make illicit transactions as similar as possible to regular 

transactions to prevent their discovery [10]. Therefore, it is nearly impossible to 

handle the fraud detection without human interaction. 

Another potential weak point of the automated fraud detection mechanisms is that 

they are not capable of detecting fraudulent behaviour for which they are not 

designed. If a fraudster finds a way to circumvent the detection system, this fraud can 

go undiscovered, even for years. As long as the mechanisms do not adapt to the new 

situation, frauds will most certainly go undetected. The trend in newer works is 

therefore to create mechanisms than can adapt or be adjusted to new situations easily. 

This is not only because the fraudsters tend to adapt to the new detection mechanisms, 

but because the legitimate behaviour tends to shift over time, too. 

 As a remark, it is also very important for the developer of anti-fraud mechanisms 

to maintain the old mechanisms to prevent fraudsters to switch back or to deny new, 

inexperienced fraudsters the access to old flaws [1]. 

In spite of the importance of the problem, the development of new online banking 

fraud detection methods is made difficult by the very limited information available 

due to the fact that the exchange of ideas in online banking fraud detection systems is 

severely limited by privacy and security issues related to the banking field. As a 

consequence, there are few papers talking about fraud detection in the online banking 

field. 

 

4.3  Main Threats to Internet Banking 

 

To develop a detection system is necessary to understand what kind of dangers 

threaten the field under analysis. In the light of this fact, in this section is given an 

overview of the major threats related to Internet banking and in particular it focus the 

attention on the Man-in-the-Browser (MitB) problem 
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 Phishing. With the term phishing, it refers to the act of attempting to acquire 

information such as usernames, passwords, and credit card details by 

masquerading as a trustworthy entity in an electronic communication [11]. 

Phishing is a common form of cybercrime typically carried out through e-mail, 

instant messaging, and social networking sites. Phishing attacks usually 

provide links or instructions that direct the user to a fake website whose look 

and feel are almost identical to the legitimate one. The unsuspecting users may 

be infected with malware, and are tricked into entering personal information in 

forms (such as user names, passwords, Social Security Numbers, and credit 

card/account numbers), which are then collected by the hacker. 

 Password Database Theft. With the terms “password database theft”, it refers 

to attacks that steal user data and passwords from one web site operator to 

hack other sites. Stolen user credentials are a valuable commodity and, often, 

this information is obtained and sold. Since many people use the same user ID 

and password combination for multiple sites, the attacker can hack additional 

accounts owned by the user. 

 Man-In-The-Middle (MITM). In cryptography and computer security with 

the term MITM it refers to a form of active eavesdropping in which the 

attacker makes independent connections with the endpoints of the connection 

and relays messages between them. Even if the endpoints believe that they are 

talking directly to each other, the entire conversation is controlled by the 

attacker. This attack is only successful when the fraudster can impersonate 

each endpoint without the other noticing. In this type of threat, the attacker 

intercepts all messages between the two victims and may actively inject 

messages of its own.  

One approach for MITM attacks involves the usage of malicious network 

infrastructures (e.g., malicious wireless access points, compromised DNS 

servers) to redirect users from the legitimate site they are trying to access to a 

malicious fraudulent Web site that accesses the user credentials and acts on 

behalf of the user to perform malicious activities. Most cryptographic 
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protocols include some form of endpoint authentication specifically to prevent 

MITM attacks. For example, SSL can authenticate one or both parties using a 

mutually trusted certification authority. The use of SSL authentication using a 

mutually trusted certification authority provides strong protection against 

MITM threats. Although SSL with server authentication makes man-in-the 

middle attacks harder to carry out, they can fail. In example, when the 

certificate validation relies on the user, the user may fail to reject fake server 

certificates and click through the warning messages. There exists other 

methods such as one time password (OTP) or smart cards/tokens for secure 

two-factor authentication, which limit the damage, but the vulnerability still 

exists. 

 Man-in-the-Browser (MitB). This section summarises the concept of Man-in-

the-Browser (MitB) attacks. It does not focus on a particular malware but it is 

a summary of key aspects of banking trojan [12]. 

With the term Man-in-the-Browser (MitB) it refers to a proxy Trojan horse 

program. This attack is a variant of a MITM attack that infects web browsers 

by exploiting vulnerabilities in browser security. It permits the attacker to 

modify web pages and transaction content or insert additional transactions 

without the users knowledge. MitB Trojans commonly perform what is known 

as “session hijacking”, which consists of the exploitation of a valid computer 

session to gain unauthorised access to information or services in a computer 

system. The most representative malware from the point of view of features 

and spread are ZeuS [12] and SpyEye [13]. MitB is considered to be the 

greatest threat to online banking. The most obvious and dangerous properties 

are: 

- Detection is hard. 

- Traditional authentication schemes and Anti-Fraud Mechanisms are 

inadequate and not effective. 

Briefly, Man-in-the-Browser malware allows the attacker: 
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-  Not to worry about SSL/TLS and hypertext transfer protocol secure 

(HTTPS) encryption because they act in user-mode which allows to have 

access to network data before it is encrypted and after it is decrypted [14]. 

-  To inspect any content sent or received by the browser. 

-  To steal and harvest data. 

-  To inject and manipulate any content before rendering it within the Web 

browser and to create dynamically additional request to any destination. 

 

MitB attacks are a global threat, affecting all regions of the world and 

increasing in their deployment, scale and affected devices. 

The basic flow of a MitB attack can be divided in two phases: 

Phase 1: Infection. The first phase of an MitB attack is the infection of a 

target computer. Typically they rely on social engineering to trick a user into 

doing something unwise but sometimes they exploit vulnerabilities in the 

browser. 

Phase 2: Transaction. The second phase of an MitB attack is initiated by the 

user who starts a transaction with a particular site. 

1. The MitB monitors all user‟s activities. 

2. Whenever a page is loaded, the URL of the page is searched against a list 

of known sites targeted for attack. 

3. When a targeted site is loaded, the MitB registers a button event handler. 

4. When the user submit the form, the MitB extracts all data  through the 

DOM (Document Object Model) interface in the browser and modifies 

them. 

5. The browser sends the form (including the modified values) to the server. 
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6. The server cannot differentiate between the original values and the 

modified values, or detect the changes and receives the modified values in 

the form as a normal request. 

7. The server performs the transaction and generates a receipt. The browser 

receives the receipt for the modified transaction. 

8. The malware detects the targeted URL and replaces the data in the receipt 

with the original data entered by the user. The browser displays the 

modified receipt and the user thinks that the original transaction was 

received untampered by the server and authorises it. 

 

As an additional step to remain undetected, the malware can let the user 

execute a valid transaction before or after the fraudulent one. This is done 

showing a fake error message, which invites the user to repeat the transaction 

he just executed. The MitB will then tamper one of the two transactions as 

explained above. 

Fraud detection helps limiting the damage a MitB attack can wreak. In fact, 

frauds monitoring can discover the fraud once the transaction is requested and 

the bank analyst may contact the user to ask for a further confirmation before 

authorising the money transfer.  

 Man-In-The-Mobile. A Man-In-The-Browser (MITB) attack may be 

countered by utilising Out-Of-Band (OOB) transaction verification. However, 

Short Message Service (SMS) verification can be defeated by Man-in-the-

Mobile (MitMo) malware infection on the mobile phone [15]. 

The main known MitMos are: 

• Zeus-In-The-Mobile (ZitMo): It is a mobile malware suggested for 

installation on a mobile phone by a Zeus infected computer. In particular it 

infects the mobile device and sniff all the SMS messages that are being 

delivered, performing a proxy function on the incoming SMSs. By 
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intercepting, it defeats OOB SMS-based banking two-factor authentication 

on Windows Mobile, Android, Symbian, and BlackBerry. 

• SpyEye-In-The-Mobile (SpitMo): It is a mobile malware similar to ZitMo, 

based on SpyEye. 

The basic attack scenario is [16]: 

1. The attacker steals both the online username and password using a 

malware (e.g., ZeuS 2.x) 

2. The attacker infects the user‟s mobile device by deceiving him or her into 

installing a malicious mobile application 

3. The attacker logs in with the stolen credentials using the user‟s computer 

as a socks/proxy and performs a specific operation that needs SMS 

authentication 

4. An SMS is sent to the user‟s mobile device with the authentication code. 

The malicious software running in the device forwards the SMS to other 

terminal controlled by the attacker 

5. The attacker fills in the authentication code and completes the operation. 

4.4  Unsupervised approach 

 

The problem with most of the approaches in fraud detection is that they require la-

beled data for fraudulent transactions to train the classifiers. Also, these approaches 

cannot detect new kinds of frauds for which labeled data is not available. They are not 

suitable for online banking because of the diversity of online banking users‟ activities. 

 

Unsupervised approaches do not use label information and have the advantage to 

detect novel attacks, but usually have an overall accuracy lower than that of super-

vised approaches. 
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4.5  Unsupervised Profiling Methods for Fraud Detection 

 

Unsupervised methods [7] are useful in applications where there is no prior 

knowledge about the particular class of observations in a data set. For example, it may 

not be able to know for sure which transactions in a database are fraudulent and which 

are legitimate. In these situations, unsupervised methods can be used to find groups or 

find outliers in the data. Essentially, it collects data to provide a summary of the 

system.  

 

Once it has a summary of the behaviour of the system, it can identify those 

observations that do not fit in with this behaviour, i.e. anomalous observations. This is 

main aim in the thesis: using unsupervised statistical techniques for fraud detection.  

 

This leads to note the fundamental point that it can seldom be certain, by statistical 

analysis alone, that a fraud has been perpetrated. Rather, the analysis should be 

regarded as alerting us to the fact that an observation is anomalous, or more likely to 

be fraudulent than others – so that it can then be investigated in more detail. One can 

think of the objective of the statistical analysis as being to return a suspicion score 

(where it will regard a higher score as more suspicious than a lower one). The higher 

the score is, then the more unusual is the observation, or the more like previously 

fraudulent values it is. 

The fact that there are many different ways in which fraud can be perpetrated, and 

many different scenarios in which it can occur, means that there are many different 

ways of computing suspicion scores. 

It can compute suspicion scores for each account in the database, and these scores 

can be updated as time progresses. By ordering accounts according to their suspicion 

score, it can focus attention on those with the highest scores, or on those that exhibit a 

sudden increase in suspicion score.  

It has been studied two different unsupervised methods: Peer Group Analysis and 

Break Point Analysis. 
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4.6  Peer Group Analysis 

 

Peer Group Analysis [6] detects individual objects that begin to behave in a way 

distinct from objects to which they had previously been similar. Each object is 

selected as a target object and is compared with all other objects in the database, using 

summarizing earlier behaviour patterns of each object. Based on this comparison, a 

peer group of object most similar to the target object is chosen.  

 

The behaviour of the peer group is then summarized at each subsequent time 

point, and the behaviour of the target objects compared with the summary of its peer 

group. In particular, it compares the centroid of the trained months with the new 

month which are going to test.  

 

Therefore, using the unsupervised method of “Peer Group Analysis”, on the 

temporal profile of Banksealer, it is an appropriate algorithm to train old months and 

to improve the efficient of the detection novel fraud in bank accounts due it detects 

local anomalies of the users by the aggregation of temporal data. 

 

4.7  Break Point Analysis 

 

Break Point Analysis is another unsupervised outlier detection tool that has been 

developed for behavioural fraud detection. A break point is an observation or time 

where anomalous behaviour is detected. Senator (2000) mentions break detection in a 

supervised context for detecting money laundering. Break point analysis operates on 

the account level, comparing sequences of transactions (their amount or frequency) to 

detect a change in behaviour for a particular account.  

In break point analysis, it has a fixed-length moving window of transactions: as a 

transaction occurs so it enters the window and the oldest transaction in the window is 

removed. Transactions in the most recent part of the window are then compared with 

those in the early part of the window to see if a change in spending behaviour has 

occurred.  
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It must set parameters such as the length of the window and the proportion of „old‟ 

to „new‟ transactions in the comparison. Statistical tests are employed to see if the 

recent transactions follow a different pattern of behaviour to older transactions. 

Sudden increases in frequency of transactions or amount of transactions can be 

indicators of fraudulent behaviour.  

An advantage of break point analysis is that it does not require „balanced‟ data (i.e. 

data summarized at fixed time points, e.g. weekly), as it is not comparing transactions 

between different accounts. It can also identify anomalous sequences of events that 

may indicate fraudulent behaviour. 

However, break point analysis does not draw on transactions from similar 

accounts to form a profile so the profile tests are not as powerful as those in peer 

group analysis. 

 

4.8  Problem of Cooperation in Fraud Detection 

 

Unfortunately, most of the work done in fraud prevention and fraud detection is 

not open due to several reasons. One is that if the new findings were accessible by 

everybody, fraudsters would be able to inform themselves about the newest 

development and adapt even faster than they do at the moment.  

Another important reason why most of the research work is not published, is that 

they often use sensitive data such as real transactional data, which are under the 

protection of the banking secrecy. Most works thus use artificially generated data [18], 

while works such as compare artificially generated data to real data and state that it is 

a legitimate approach to generate synthetic data to train and implement new fraud 

detection mechanisms.  

However, when models built with simulated data are applied to real data, the 

results may vary. 
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Chapter 5 

Methodology and Steps of the work 

 

This chapter describes the method of work carried out for this project. In this case 

the project planning has been developed following an agile methodology [18].  

An agile method is a method where requirements and solutions evolve from the 

division of labor. It minimizes risks and resulting modules easier. This ensures that the 

decision-making of the initial planning can be modified with minimal impact on the 

project. 

Traditional methodologies are effective in many projects, however these are not 

suitable for environments where the system is changing. The fact of using an agile 

methodology, makes this type of environment offers greater capacity than traditional 

methodologies response to changes not covered by first. Within the diversity of this 

type of methodology, it has been chosen the method of work of "Scrum" 1, which 

defines specific guidelines to follow to get good results as an approach.  

Instead of carrying out full project implementation, Scrum follows a strategy of 

iterative and incremental development. Project planning is done by blocks, where each 

of them is carried out in an iteration, generating an income. The priority of each 

iteration is given according to the benefit that the result generates the entire project, 

creating a partial delivery. At the end of each iteration the result obtained is shown to 

the customer to make the decisions it deems appropriate based on the observed and 

may reschedule some of the future iterations. 

This method of work includes various changing factors over time (requirements, 

time, resources and technology), which is a good reason to choose to work with this 

methodology due it introduces flexibility in responding to changes that may occur. 
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This is one of the main differences with other methods, in which the development 

process is completely defined from the beginning [19]. 

Within the Scrum process, the blocks in which the project is divided and fixed are 

short, lasting between 1 and 4 weeks, as required. Each iteration provides a complete 

result, which provides increased functionality of the final project, so that the results of 

the previous blocks are essential to perform the following.  Introducing a complete 

result at the end of each iteration the number of errors is reduced overall project.  

The project plan within Scrum is formed by a list of objectives / prioritized 

requirements, which is spread over the different iterations and deliveries. The number 

of targets / simultaneous requirements in which the team is working should not be 

very large to have a greater ability to react to unexpected situations or changes. 

The following sections describe the phases that make Scrum and the roles and 

responsibilities that exist within this working method are explained.  

 

5.1  Phases Scrum  

  

Scrum is mainly developed in three phases: pre-game, game and post -game.  

 Pre-game phase. This phase has two parts.  

The first sub-phase consists of defining the system to be developed and planning 

this. The client presents the team the "Product Backlog list", which is a prioritized 

list of requirements to develop the project. The team agrees with the customer to 

carry out that list and ask the questions that might come to them. 

In the second sub-phase the team prepares the "Sprint Planning", which involves 

planning of tasks to be performed at each iteration for meeting the requirements to 

which they are committed. Iterations are organized according to their assigned 

priority in "Product Backlog list ', taking into account that there may be 

dependence between different tasks.  
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  Development phase. This phase is carried out the project. Having defined the 

"Sprint Planning" is performed the 'Sprint', ie, the execution of each iteration. 

Each week the team meets to sync (called "Weekly Scrum meeting") to view and 

analyze the status of the iteration, so that they can make the necessary adjustments 

if required iteration. In each iteration are carried out the following: 

Planning: The various activities to be carried out to achieve a complete result 

at each iteration are identified. Defined objectives to achieve once the iteration.  

Requirements analysis: It is a study of the requirements that must be met in the 

various activities of the iteration is performed.  

Design: The diagrams are conducted and / or diagrams to help understand the 

actions to take in each activity. This phase can be seen some conflicting 

requirements.  

Coding: It is carrying out the implementation of the above defined.  

Review: It verify that there are no errors in the actions that it has reached the 

desired goal. 

 

 Post-game phase. Once the iteration is complete, the team presents customer 

requirements completed by a meeting (called "Sprint Review"). The customer can 

make changes or reschedule the project based on the results shown in an iteration. 

In this way, the client can see how they have developed the outlined objectives and 

see if your expectations are met. 

 

5.2  Roles and Responsabilities in Scrum  

 

The Scrum process involves working collaboratively, ie as a team. For this, there 

is a communication and collaboration both between team members as well as the team 

with the client. Each member involved in the project has associated responsibilities 

which must assume and perform. Within the Scrum method work, there are three main 

roles:  



32 
 

 Product Owner. Figure corresponds to the client (this can be internal or 

external to the organization), which is responsible for representing all persons 

interested in the project. It is responsible for defining the project objectives and 

express them to the development team through the prioritized list "Product Backlog". 

He can reschedule the project at the end of each iteration, according to the results 

obtained in previous iterations within the project context. He participates in meetings 

"Sprint Planning" and "Sprint Review". At the first sets out the requirements in a 

prioritized and answered any questions the team, and at the last he revises the 

requirements completed. 

 Scrum Master. It is the team leader of the project. It ensures that all team 

members meet the Scrum process, according to established practices. This 

administrator is committed to delivering the results generated based on some 

requirements. Guarantees the existence of a list of prioritized requirements and 

organizes the team to achieve the objectives. It also facilitates meetings held, but he 

has no authority to make decisions for them. In addition this role ensures that the 

project progresses as agreed. 

 Scrum Team. It consists of one or more persons responsible for developing 

the project jointly. It is a self-organizing team that selects the requirements and 

estimated the difficulty in all iterations. In "Sprint Planning" every member assigns 

itself a few tasks they must complete before the end of that iteration.  

Good communication between the different members and between the team and 

the leader, it is essential to carry out the project successfully, so that the different 

members must work in the same environment, maximizing the communication 

between them. A good team should be multidisciplinary, trying to depend as little 

people external to the team. They must devote full time to a single project to achieve 

good productivity and keep the commitment made to the client. 

In addition to the roles listed above, there are other roles in Scrum considered 

auxiliary. These roles need not always be in the process of Scrum. They are the 

following:  
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 Stakeholders. This role refers to those who provide a role in the project and 

for which the project produces a benefit. They may be customers, suppliers, 

vendors, etc.  

 Managers or administrators. Those are the people responsible for making 

final decisions and to indicate what rules to follow when carrying out the project, 

ie, are responsible for establishing generally the environment in which the project 

is developed.  

Having explained the functioning and roles that make Scrum details how this 

method has been applied to this project work when being developed. 

 

5.3  Roles and responsibilities of Scrum applied to this project 

 

The following table shows the different roles assigned to people in this project 

(see Table 5.1). In this case they have not given the auxiliary roles of 'stakeholder' or 

'manager'.  

 

ROLE ASSIGNMENT 

Product Owner Stefano Zanero and Federico Maggi 

Scrum Master Michele Carminati 

Scrum Team Javier Nieto León 

 

Table 5.1: Roles assigned to this project team 
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5.4  Phases of Scrum applied to this thesis 

 

This section describes the various stages that make up Scrum on which the 

project was developed (see Figure 5.1). The thesis has been divided into seven 

iterations, each corresponding to an increase that brings new functionality to the 

overall project. Each iteration provides all the information related to the tasks it 

contains, following the diagram you can see in the picture below (see Figure 5.2).  

 

 

Figure 5.1: Phases of Scrum developed in this project 

 

 

Figure 5.2: Detail of each iteration performed in this project 
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 Pre-game phase. 

In this first phase is carried out project planning. From the initially stated 

objectives, it is about building an application that builds a temporal profile for 

BankSealer using an unsupervised method. 

In principle, the iterations have a length between 2 and 8 weeks, depending on 

their difficulty. Aviod the development of this project has been made compatible with 

the assistance and evaluation of some courses at the Polytechnic of Milan. Therefore, 

sometimes it was not possible to spend more than 1 or 2 hours per day. 

The customer has provided the team its list "Product Backlog". The order of the 

goals presented corresponds to the priority of these, so this order will be followed 

when developing the project.   

 

Product Backlog List  

The main goals are the following: 

- Objective 1: Research, analysis and selection of a method to detect frauds or 

anomalies inside of Internet Dataset from Online Bank Transfer. 

- Objective 2: Implementation in Python of the unsupervised method selected 

- Objective 3: Implementation in Python the heuristics to improve the 

performance of the detection Online Banking Frauds. 

- Objective 4: Perform the tests to validate the efficient of the Application 

developed.                                                                                                          

After defining the target list in the second part of this phase, the planning team 

prepares the different iterations, ie, the "Sprint Planning". 

 

Sprint Planning  

- Iteration 0: Research, analysis and selection of a method to detect frauds or 

anomalies. 
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- Iteration 1: Implement in python an auxiliary profile for every customers. 

- Iteration 2: Implement the method of Peer Group Analysis. 

- Iteration 3: Research and implementation a comparison script and the heuristics 

to improve the performance of the Online Fraud Detection. 

- Iteration 4: Perform the tests to validate the efficient of the Application 

developed. 

 

 Game phase. 

After the "Sprint Planning" is defined, it carries out the execution of each of the 

"Sprint". 

Iteration 0: Research, analysis and selection of a method to detect frauds or 

anomalies. 

Planning: Research, analysis and selection of a method to detect frauds or 

anomalies inside of Internet Dataset from Online Bank Transfer. 

Requirements analysis: The method selected must detect novel anomalies in 

online banking accounts. 

Design: Study the different methods in banking fraud detection. 

Coding:  After the study, it is done choosing the unsupervised method called 

“Peer Group Analysis” (PGA) that is the best suited to the required setting. The other 

unsupervised method called "Break Point Analysis" does not draw on transactions 

from similar accounts to form a profile so the profile tests are not as powerful as those 

in PGA. 

Review: Verifying that Peer Group Analysis is the method most accurate and 

complete to detect novel frauds in bank transferences. It is also necessary to verify the 

written information about the state of the art documentation. 
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Iteration 1: Implement in python an auxiliary profile for all users. 

Planning: Build an auxiliary profile for every customers using the same time 

windows, with the following attributes: Sum, Mean, Number of transactions 

(Frequency monthly), Maximum daily (Max Frequency Daily)  

Requirements analysis: The implementation has to build auxiliary profiles for all 

users from a csv file with all transfers of all users from this month. 

Design: Study the different methods in reading and writing csv files in python. 

Coding:  The implementation is carried out with the realization of a script written 

in the Python programming language. It uses data dictionaries due it can suit the 

required setting.  

Review: Verifying that the auxiliary file implemented generate a correct file as 

output. 

 

Iteration 2: Implement the method of Peer Group Analysis. 

Planning: Implement the script that build a centroid profile for all users  

Requirements analysis: The implementation must compare the centroid profile 

built with the new testing month. 

Design: The script builds the centroids as follows: each user is selected as a target 

object and it compares with all other objects in the database using the Euclidean 

Distance. Then, it keeps the three objects which have the shortest Euclidean 

Distances. Finally, it made the centroid as the result of do the mean of these 3 closest 

objects. 

Coding:  The implementation of this iteration is carried out with the realization of 

scripts written in the Python programming language. 

Review: Verifying that the centroid chooses the 3 closest users. 
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Iteration 3: Research and implementation a comparison script and the 

heuristics to improve the performance of the Online Fraud Detection. 

Planning: Compare the centroid built with the testing month. Then, research and 

implementate of heuristic to improve the performance of the online fraud detection. 

Requirements analysis: The heuristics introduced have to improve the 

performance of the detection by the comparison method. 

Design: Implement the comparison script and research of heuristic to apply on 

unbalanced data. 

Coding:  The implementation of this iteration is carried out implementing two 

scripts. The first compares the centroids of each user with the features of the testing 

month.  The second normalizes the data and adding new functionality into the original 

scripts written in the Python programming language. 

Review: Verifying the comparison implemented generate a correct file as output 

and testing on the next iteration the performance of these new heuristics. 

Iteration 4: Design and perform the tests to validate the efficient of the 

Application developed. 

Planning: Design and performing different scenarios of tests to validate the 

efficient of the Application developed. 

Requirements analysis: The tests must ensure that the algorithm designed in the 

previous iterations has a good performance on the Online Banking Fraud detection. 

The tests to be implemented should consider all possible scenarios of frauds in Online 

banking transferences. 

Design: Designing the scenarios that, by the injection of frauds transferences can 

show the performance of PGA and the different heuristics that were used. 

Coding: The implementation of these tests are carried out with the realization of 

scripts written in the Python programming language. 
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Review: Test the system by the injection of frauds transferences using different 

parameters and checking how the performance is improved. 

 

 Post-game phase. 

The following are the post-game phase of each iteration: 

Iteration 0: Research, analysis and selection of a method to detect frauds or 

anomalies. 

This phase of the thesis was completed in 5 weeks. Once the iteration was 

completed, the team exposed at the meeting "Sprint Review". The client considered 

the Peer Group Analysis method and checked that it suits the requirements set. The 

team proceeds to the next iteration. 

Iteration 1: Implement in python an auxiliary profile for every users. 

This phase of the project was completed in a time of 4 weeks.  Training was 

needed with Python programming language and search methods for iteration with csv 

file data format. Once the iteration was completed, it was exposed to the client at the 

meeting "Sprint Review". The user checked the output generated by the scripts were 

the correct output. 

 

Iteration 2: Implement the method of Peer Group Analysis. 

This phase of the project was completed in a time of 3 weeks. The script 

generates as output the centroid for all users. Once the iteration was completed, it was 

exposed to the client at the meeting "Sprint Review". A series of tests were needed to 

ensure that do the computation correctly. 

 

Iteration 3: Research and implementation a comparison script and the 

heuristics to improve the performance of the Online Fraud Detection. 

This phase of the project was completed in a period of 6 weeks. It was 

implemented two new scripts. The first one compares the centroids of each user with 

the features of the testing month. The second, in order to improve the heuristics, it was 
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applied the normalization of the data in order to not get conditioned by features with 

wider range of possible values when computing the Euclidean distances Once the 

iteration was completed, it was exposed to the client at the meeting "Sprint Review". 

When the testing was performed in the next iteration, it could verify the improvement 

by using heuristics applied. 

Iteration 4: Design and perform the tests to validate the efficient of the 

Application developed. 

This phase of the project was completed in a time of 4 weeks. The implementation 

of the tests was carried out by injecting false fraudulent transfers. It required a great 

work due each graphical tests were carried out using 100 different parameters. Once 

the iteration was completed, it was exposed to the client at the meeting "Sprint 

Review". The customer checked by applying the graphs was correct. 

Once all the iterations, the final draft is finished. The client has not altered 

compared to the initial specification so that the order proposed in the "Sprint 

Planning" initial order has been carried out. Once all the iterations, the development 

team exposes the client the final result. By the testing results shown in the graphs in 

different scenarios, the client verifies that the designed system is working properly 

and therefore the algorithm and the mechanisms implemented in the project perform 

their duties.  

Therefore, the final product obtained accomplishes the expectations and the client 

determines that the result is as expected. 
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Chapter 6 

System Implementation 

 

This chapter divided in three different sections which describe the implemented 

system. In Section 1 is a simple overview of the system.  In Section 2, the architecture 

of the system and how is joined the training and testing phases. Finally, in Section 3, 

it will describe in details the functionalities and the inner working of each of the 

component of our System. 

 

6.1  Overview 

 

For this thesis, it has been developing: 

 The profile training 

 The comparison method using Peer Group Analysis. 

 The testing for all data sets. 

 

6.2  System architecture 

 

BankSealer [5]  has the following general scheme: 
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Figure 6.1: General Scheme of BankSealer  

 

 

 Local profile. The local profile can be considered the main component of the 

system. It aggregates data for each user and builds a profile that summarise the 

significant attributes of the user behaviour using histograms. This module 

builds a model of the transactions of each user using the marginal distribution 

of the features of the user‟s transactions. 

 Global profile. The global profile is the second building block of the system 

and it is used to evaluate the behaviour of each user with respect to the 

behaviour of all other users. This module builds, for each user, a simplified 

version of the local profile, more suitable for user comparison. These profiles 

are then used to compute the similarity between users and the similarities are 

used to perform a cluster analysis on the user profiles. 

 Temporal Profile”, this module has the objective to detect some types of 

fraud that would otherwise go unnoticed.  
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In this thesis, was developed an Application based on the unsupervised method 

called Peer Group Analysis (PGA) to improve the current Temporal Profile of 

BankSealer. 

It produces as final output a csv file sorted by the Users with the biggest 

anomalies, if they are bigger than the centroid months. This score reflects how much 

is different the centroid months with the testing months. 

 

The following architecture is the inner scheme of the Temporal Profile 

implemented: 

 

 

Figure 6.2: Architecture of Temporal Profile. 

 

Each of the outputs produced in each stage are the input of the next stage.  

 

The first three steps are the training phase to create the centroid. In the last step 

the centroid is compared with the testing month. 
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In the first stage, it builds an auxiliary profile for every users using the same time 

windows, with the following attributes: Sum, Mean, Number of transactions 

(Frequency monthly), Maximum daily (Max Frequency Daily). It generates in a csv 

file with these attributes for each user. 

 

In the second stage, from the data generated in the first step (Summarize.py) 

applies a min-max normalization [20] to rescale each score between 0 and 1. It is 

applied in order to not get conditioned by features with wider range of possible values 

when computing the Euclidean distances on the third stage. 

 

In the third stage, from the data generated in the second step (Normalize.py) it 

builds the centroid for all users. It explain in details how the centroid is built. 

 

Finally, in the last stage, it compares the centroids of the previous months with 

the testing month using the features generated on the first and second stage. 

 

6.3  System details 

 

6.3.1  Build the temporal profile (Summarize.py) 

 

It is the first training phase. This script has the goal to summarized the features for 

every users. At first read the data from a csv file which the next format: 

- The data. 

- The amount. 

- The ID from the user. 

The profiles are built for each user using time windows of the same width. 

Aggregating temporal data is described by the following attributes: 

- Sum spent during the time window. 

- Mean spent during the time window. 
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- Number of transactions executed during the time window (Frequency 

monthly) 

- Maximum daily number of transaction executed in the time window. 

(Frequency Daily) 

 

Finally, it generate a csv file with these attributes for each user. 

 

6.3.2 Normalized profile creator (Normalize.py) 

 

It is the second training phase. This script has the goal to normalized the data 

generated in the first step. At first read the data from a csv file which the next format: 

- Sum spent during the time window. 

- Mean spent during the time window. 

- Number of transactions executed during the time window (Frequency 

monthly) 

- Maximum daily number of transaction executed in the time window. 

(Frequency Daily) 

The formulas used to normalize the data are described in 6.3.5 Heuristics.  

The profiles are built for each user using time windows of the same width. 

Aggregating temporal data is described by the following attributes: 

- Normalized Sum 

- Normalized Mean 

- Normalized Number of transactions per month 

- Normalized Maximum Frequency Daily 

 

Finally, it generate a csv file with these attributes for each user. 
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6.3.3 Centroid profile creator (Centroid.py) 

 

6.3.3.1 Working 

From the data generated in the second, it builds the centroid as follows: 

1. Each user is selected as a target object and it compares the features 

normalized of the object with all other objects in the database using the 

Euclidean Distance.  

2. It keeps the three objects that have the shortest Euclidean Distances. In 

the “Figure 6.3: The three closest users”, graphically depicts an example 

of the inner workings in the choice of the 3 nearest objects. Each query 

represents the rest of users with the most similar features. 

 

Figure 6.3: The three closest users 

3. Finally, it made the centroid as the result of do the mean of these 3 closest 

objects. 
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4. The output is a csv file with the Centroids of Normalized data and Real 

data. 

 

6.3.3.2  Formulas 

These are the main formulas used in the creation of the centroid. 

Euclidian Distance  

Consider two points in a two-dimensional space (p1,p2) and (q1,q2) , the distance 

between these two points is given by the formula shown at the Figure 6.4. 

 

 

 

Figure 6.4. Euclidean Distance Measure for 2-D Points 

 

 

This is called the Euclidian Distance between two points. The same concept can 

be extended easily to multidimensional space. If the points are (p1,p2,p3,p4,...) and 

(q1,q2,q3,q4,...), the distance between the points is given by the formula (Figure 02). 

 

 

Figure 6.5. Euclidean Distance for Multi-Dimensional Points 

 

It is applied the Euclidean Distance for Multi-Dimensional Point between vectors 

with the next points: 

- Normalize Sum 

- Normalize Mean 

- Normalize Number of transactions per month 
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- Normalize Maximum Frequency Daily 

 

Centroid 

The centroid value of the peer group is given by the equation: 

 

Figure 6.6. Formula of centroid for 1 feature 

Where Pi(t1) is the Peer Group, as calculated at time t1. 

It is applied this individual formula to all features. At this cases Normalize 

features and Real data. 

 

6.3.4 Anomaly testing (Comparison.py) 

 

6.3.4.1 Working 

This is the last stage of the detection. It compares the centroids of the previous 

months made in the training phases with the testing month using the features 

generated on the first and second stage. 

As input, the script reads the centroid of the previous months and the testing 

months. The comparison works as following: 

1. It calculates the Euclidean Distance between the previous Normalize Data of 

the centroid months and the Normalize Data of testing month. 

2. It applies an Exponential discount in the previous months. By this way, the 

oldest months has less weight in the distance anomaly. 
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3. The output is the distance sorted by the users with the biggest distance. It 

indicates how much is different the features of the testing month and the centroids 

months. 

 

6.3.4.2 Formulas 

The main formulas used in the comparison methods were the Euclidean Distances 

and Hyperbolic and Exponential discounting. The Euclidean Distances was explained 

in the point 6.3.3 Centroid profile. 

Hyperbolic and Exponential discounting 

Hyperbolic discounting [21] is mathematically described as: 

 

 

Figure 6.7: Formula of Hyperbolic discounting. 

 

where f(D) is the discount factor that multiplies the value of the reward, D is the delay 

in the reward, and k is a parameter governing the degree of discounting. This is 

compared with the formula for exponential discounting: 

 

 

Figure 6.8: Formula for exponential discounting. 

 

In particular was applied the following exponential discounting function: 

 

 

Figure 6.9: Formula of exponential discounting applied. 
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6.3.5 Heuristics 

 

In order to improve the performance of the application developed, it applies 3 

main heuristics 

6.3.5.1 Normalization 

When the relationship between two dataset is non-linear, it transforms data to 

reach a linear relationship 

Here, normalization doesn't mean normalizing data, it means normalizing 

residuals by transforming data. So normalization of data implies to normalize 

residuals using the methods of transformation. 

In distance-based classification, for instance, it need to normalize each feature 

value of a feature vector in order to not get conditioned by features with wider range 

of possible values when computing distances. 

If a feature has range in [-1,1] and another feature has range in [-100; 100], a 

small variation in the feature 2 is probably more influencing than a big variation in 

feature 1 when computing the distance of two feature vectors. 

The features of each user are extracted as a vector with the 4 variables explained 

above. Hence, the normalized value for individual variable X of the vector is 

calculated as: 

 

Figure 6.10: Formula of the normalized individual variable. 

 

Where: 

Xi = Each data point i. 

XMin = The minima among all the data points 

XMax = The maxima among all the data points 
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Xi, 0 to 1 = The data point i normalized between 0 and 1 

 

It applies the same formula for the 4 features mentioned above. 

 

6.3.5.2 Positive Euclidean Distances 

The main objective is to find users with the largest difference between 

transfers executed. However, it exists an indication of fraud when executed transfers 

of the testing months are higher than previous months. 

Therefore, the transferences with smaller sum of the amounts or number of 

transferences are skipped. 

It is done by a normal subtraction using the Real data. 

 

6.3.5.3 Standard Deviation 

The data of the centroid months can be very unbalanced. In order to consider this 

fact, in the experiments was used the Standard Deviation of the centroid months of all 

users. 

This Standard Deviation is subtracted to the Final Distance. The formula of the 

Standard Deviation is as following: 
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Figure 6.11: Formula of the individual Standard Deviation. 

 

In the implementation in Python, it exists a function of a library that computes 

this formula. 
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Chapter 7 

Results 

 

The experimental tests covered in this project involve a series of different tests 

performed with real data base online transactions from a bank. 

7.1   Goals  

 

The validation of this Application is particularly difficult because, like any 

unsupervised analysis tool which produces novel knowledge. Additionally, the 

training is based on a very short time window (just a few months) and this, in addition 

to the fact that online banking transactions are a very dynamical and a very difficult to 

predict process, makes the validation and evaluation of PGA in BankSealer even more 

difficult. To make things worse, it did not have any example of fraudulent transaction 

that could help the validation of our algorithms. 

To solve this last point, it was decided to exploit the knowledge on the typical 

attacks performed against the online banking users to synthetically generate frauds. 

 

7.2   Experimental setup 

 

The experiments have been executed on a desktop computer with the following 

specifications: 

 Intel-Core 2.00Ghz  2 Duo CPU 

 4GB of RAM (2.99 usable) 

 Ubuntu Kernel 3.7.10 x86_64 
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The python version used for the test is 2.7.3, and the tests were run inside a 

virtual environment (virtualenv library) with the following libraries installed: 

 Numpy v.1.7.1 

 Scipy v.0.12.0 

 

It was used the following parameters to configure the Application: 

 Bank Transfers 

- Under trained users: Users that does not have at least 3 transactions in the 

previous month 

- Well trained users: Users that has at least 3 transactions in the previous month. 

- Perfect well trained users: Users that has at least 3 transactions in the previous 

two months. 

- Number of users used to define the centroid of a user: 3 

- Time window length: 1 month 

 

7.3   Dataset 

 

The test was conducted on anonymised transferences that the bank made 

available to the Nects laboratory, hence all results are shown in graphs to protect any 

personal data users.   

Due to the different size of the months, it was decided to use only the last three 

months for the testing.  The three months was splitted using the holdout method with 

two months assigned for training and one month assigned for testing [22]. 
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7.4   Quality evaluation 

 

7.4.1  Scenarios 

 

As well was mentioned before, it was tried to make the fraudulent transaction as 

realistic as possible. In the descriptions, it does not mention the possible confirm 

messages sent by the bank to the users because, when banks deploy this security 

measure, the MitB can use its capabilities to deceive the user into installing a Man-in-

the-Mobile trojan horse on his or her phone. 

Information stealing: this scenario simulates a banking trojan or a phishing 

attack in which the user is deceived into entering its credentials and an OTP. The 

stolen informations are sent to the fraudster, who uses them to execute a transaction 

towards an unknown account number. In this scenario, it supposes that the fraudster is 

interested into stealing as much money as he or she can. As a consequence the amount 

transferred will be very high. To inject the transactions, it was randomly choose a user 

between those present in the testing dataset and it injects a transaction. 

Advanced Persistent Threat (APT): this scenario simulates the infection of a 

banking trojans with the capabilities of executing multiple transactions on the victim 

computer, while remaining undetected. It is supposed that the malware deceived the 

user into entering a high number of OTP (One Time Password), his or her whole grid 

cards, or his or her paper with the TANs (Transaction Authentication Number).  

In this scenario is supposed that the main goal of the fraudster is to remain 

undetected and thus his or her transactions will have low to medium transfer amounts. 

This is balanced by the fact that these low amount transactions will be repeated each 

day for the whole month under analysis. In particular, it is supposed three cases: 

- Very low daily transfer amount 

- Low daily transfer amount 

- Medium daily transfer amount 



56 
 

In this scenario, it was injected 30 fraudulent transactions per user. 

 

- Parameters 

The parameters used in the different scenarios are shown in the following table. 

 

Scenario Amount transferred 

Information Stealing From 10.000 € to 50.000 € 

APT (Very Low amount) From 50 € to 100 € 

APT (Low amount) From 100 € to 500 € 

APT (Medium amount) From 500 € to 1.000 € 

 

Table 7.1: Parameters of the scenarios used. 

The final results of the tests are reflected in graphs showing a ROC curve[23] of 

each experiment. 

 Receiver operating characteristic (ROC)  

It is a graphical plot that illustrates the performance of a binary classifier system 

as its discrimination threshold is varied. The curve is created by plotting the true posi-

tive rate against the false positive rate at various threshold settings. 

 Sensitivity or true positive rate (TPR) 

 

Figure 7.1 : Formule of True Positive Rate 

Where: 

-  TP = True Positives. 
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- P  = All Positives. 

- FN = False Negatives 

 False Positive Rate (FPR) 

 

Figure 7.2 : Formule of False Positive Rate 

Where: 

-  FP = Flase Positives. 

- P  = All negatives. 

- TN = True Negatives 

 

7.4.2  Experimental 1:  Quality of the fraud detection on undertrained users 

This experiment verifies the quality of the fraud detection functionality by inject-

ing synthetically generated frauds in the testing dataset. For this first experiment it 

only filters out every new user from the testing dataset. 

Each fraudulent user that appears in this list is considered as a true positive (TP), 

while each legitimate user that appears in this list is considered a false positive (FP). 

Additionally, each fraudulent user that does not appear in this list is considered a false 

negative (FN) while each legitimate user that does not appear in this list is considered 

a true negative (TN). 

7.4.2.1 APT (Medium, Low and Very Low Amount) 

Calculations have been performed with and without the standard deviation. The 

observed difference is minimal, therefore it only has reflected the graph without using 

the standard deviation. 
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The tests with different amounts, it does not exists difference in the final result, 

because the number of transactions included on the injected amount of the user.  

Therefore, the number of transfers injected significant to stand at the top of users 

with higher data anomaly difference. 

The following ROC curve reflects a good performance with a great False Positive 

Rate.  

The full table of the statistic can be check in the Annex B.1 

 

Figure 7.3 : ROC curve in under trained users. 

7.4.3  Experimental 2: Quality of the fraud detection on well-trained users on 1 

month 

This experiment verifies the quality of the fraud detection functionality by inject-

ing synthetically generated frauds in the testing dataset. For this second experiment is 

to be avoided the noise introduced by non Well trained users, thus it considers only 



59 
 

the well trained ones, filtering out every undertrained and new user from the testing 

dataset. 

Each fraudulent user that appears in this list is considered as a true positive (TP), 

while each legitimate user that appears in this list is considered a false positive (FP). 

Additionally, each fraudulent user that does not appear in this list is considered a false 

negative (FN) while each legitimate user that does not appear in this list is considered 

a true negative (TN). 

7.4.3.1 APT (Medium, Low and Very Low Amount) 

 Calculations have been performed with and without the standard deviation. 

The observed difference is minimal, therefore it only has reflected the graph without 

using the standard deviation. 

The tests with different amounts, it does not exists difference in the final result, 

because the number of transactions included on the injected amount of the user.  

Therefore, the number of transfers injected significant to stand at the top of users 

with higher data anomaly difference. 

The following ROC curve reflects a better performance the experiments in Under 

trained users. 

 The full table of the statistic can be check in the Annex B.2 
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Figure 7.4. ROC Curve of well-trained users on 1 month 

 

7.4.4  Experimental 2: Quality of the fraud detection on well-trained users on 

both 2 months 

This experiment verifies the quality of the fraud detection functionality by inject-

ing synthetically generated frauds in the testing dataset. For this third experiment is to 

be avoided the noise introduced by non Well trained users, thus it considers only the 

well trained ones that have at least 3 transferences on both 2 months, filtering out eve-

ry , well trained, undertrained and new user from the testing dataset. 

Each fraudulent user that appears in this list is considered as a true positive (TP), 

while each legitimate user that appears in this list is considered a false positive (FP). 

Additionally, each fraudulent user that does not appear in this list is considered a false 

negative (FN) while each legitimate user that does not appear in this list is considered 

a true negative (TN). 
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7.4.4.1 APT (Medium, Low and Very Low Amount) 

Calculations have been performed with and without the standard deviation. The 

observed difference is minimal, therefore it only has reflected the graph without using 

the standard deviation. 

As is the case in the previous cases, the tests with different amounts, it does not 

exists difference in the final result, because the number of transactions included on the 

injected amount of the user.  

Therefore, the number of transfers injected significant to stand at the top of users 

with higher data anomaly difference. 

The following ROC curve reflects a perfect performance and an improvement 

from the other two experiments. This improvement can be checked in 7.4.5 Compara-

tive of the experiments.  

The full table of the statistic can be check in the Annex B.3 

 

 

Figure 7.5: ROC Curve of Well Trained on both 2 months. 
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7.4.5  Comparative of the experiments in Advanced Persistent Threat (APT) 

 

The following table shows the percent of True Positives obtained from the 

different experiments. 

Amount injected Well trained in 

both 2 months 

Well trained in 1 

month 

Under trained 

8 63% 60% 56% 

84 90% 82% 80% 

210 96% 93% 92% 

420 98% 97% 96% 

630 99% 98% 97% 

 

Table 7.2 Comparison of the stadistics 

After obtaining the results, it is verified through different graphs that the results 

obtained have a good performance in the detection of fraud artificially injected with a 

high percent of detection on novel frauds.  

These results reflect the substantial improvement in efficiency in the experiment 

which tests only for users with a good background database are performed. 

7.4.6  Experimental in Information Stealing 

 

Despite not being the main objective of the project, it has been carried out tests 

in this kind of scenario to show that it is also able to detect this kind of fraud. The 

results reflect a worse efficiency than in the case of APT main stage, but it is able to 

detect the frauds transferences. 
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Figure 7.6: ROC Curve in Information Stealing 

 

7.5   Scripts implemented 

 

Two additional scripts were implemented to carry out the testing.  To see more 

detail, it is shown in Appendix C 

7.5.1  Automatic injection of fraudulent transactions (Inject.py) 

 

The script injects fraudulent transactions with different parameters seen in section 

7.4.1 Scenarios.  

After injection, the 4 steps of the application with the new data generated are 

executed. 

7.5.2  Computation of the statistics (Statistics.py) 

 

The main aim of this script is generating the following statistics from the new 

data tested: 

- True Positives 
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- False Positives 

- True Positive Rate 

- False negative Rate 
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Chaper 8 

Conclusions and Proposals 

 

This chapter summarizes the main conclusions derived from the realization of 

this thesis, as well as future research that open from here. This chapter is therefore 

divided into two parts by.  

The first focuses on collecting conclusions obtained. It offers the scope made 

based on initial objectives raised.  

The second part presents various proposals for improving the application, from 

experience and knowledge gained through the realization of this project. These 

proposals are mainly designed to improve or add new features. 

 

8.1   Conclusions  

 

This section sets out in detail the conclusions obtained after the completion of the 

project. Then the main conclusions are explained. 

8.1.1 Research, analysis and selection of a method to detect frauds or anomalies 

inside of Internet Dataset from Online Bank Transfer. 

 

The State of the Art covers all made preliminary concepts necessary to 

understand the anomalies and detection of fraud and the general concepts of anomaly 

detection and fraud.  

Once it was deepen into the approaches of online banking fraud and detection of 

anomalies. It realizes, about the advantages of unsupervised methods that they are 

suitable for achieving the objective of detecting new anomalies within the data set of 

online banking.  
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Subsequently, Peer Group Analysis is selected due were found several articles 

and projects that use this method in the detection of fraud in bank cards. 

Finally, it verifies that PGA achieves the main goals of this thesis. 

 

8.1.2 Peer Group Analysis 

 

The implementation of Peer Group Analysis is divided in two phases, generated 

through four scripts.  

The first three scripts are in the training phase. During this phase, this module 

takes as input the data set of transactions (assumed without fraud) and it generates as 

output the model consumption patterns of each user. During the testing phase of this 

module takes as input transactions never checked and produces as output a score for 

each transaction. This score reflects how much exceeded the thresholds in the training 

phase, if they have been overcome.  

As mentioned in the previous point, PGA has been used in other projects with 

very similar objectives to this project. However, due to the main objective is to 

achieve a good efficiency in detecting new fraud, have added new features and 

heuristics in order to achieve better performance. 

8.1.3 Validation System 

 

Finally, although the main objective of the project was to develop a method of 

unsupervised to improve efficiency in the detection of fraud, this objective could not 

be validated if it was not through the development of different scenarios that simulate 

real cases of fraud in banking transferences.  

It was investigated about the main threats in online bank transfers, in order to 

test such attacks in the developed application. 

Thus, two main scenarios simulate two different attacks. Through different 

parameters the experiments are performed.  
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After obtaining the results, it is verified through different graphs that the results 

obtained have a good performance in the detection of fraud artificially injected with a 

high percent of detection on novel frauds.  

These results reflect the substantial improvement in efficiency in the experiment 

which tests only for users with a good background database are performed. 

 

8.2   Proposals  

 

After completing the development of the proposed application at the beginning of 

the project, we believe that several lines are opened to improve the final results.  

Although the project has met the objectives set at the start and led the expected 

results, the application is likely to be improved by incorporating new features or 

improvements to the current implementation. Then the two main proposals to be 

carried out in future work are: 

 The first point focuses on the size of the windows used for fraud detection. In 

this case, we used a window of 1 month for both the training phase and the 

testing phase.  

In order to be able to detect this type of fraud and anomalies quickly, it is 

proposed to change the system to run tests with window size of 1 and 2 weeks. 

In this case, it should check every week using different months. For example, 

the distances between the first week of a month in the first week of the previous 

months would it compare trained.  

 The second point focuses on the computation time in the training phase. In 

order to improve the execution time, it is proposed to create parallel processes 

within the same script.  

As a final result the execution time would be significantly reduced. 
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Chaper 9 

Conclusiones y propuestas 

 

El presente capítulo resume las conclusiones más relevantes derivadas de la 

realización de este TFG así como las líneas de trabajo futuras que se abren a partir de 

aquí. Este capítulo se encuentra por lo tanto dividido en dos partes.  

La primera de ellas se centra de recoger las conclusiones obtenidas organizadas. 

Se presenta así, el alcance logrado en base a los objetivos iniciales planteados.  

La segunda parte expone varias propuestas para la mejora de la aplicación, 

derivadas de la experiencia y los conocimientos adquiridos durante la realización de 

este proyecto. Estas propuestas están principalmente orientadas a mejorar o agregar 

nuevas funcionalidades. 

 

9.1  Conclusiones  

 

En esta sección se expone detalladamente las conclusiones obtenidas tras la 

realización del proyecto. A continuación, se explica las principales conclusiones. 

9.1.1 Investigación, análisis y selección de un método para detectar fraudes y 

anomalías en el interior del conjunto de datos bancarios online. 

 

El Estado del Arte realizado cubre todos los conceptos preliminares necesarios 

para entender las anomalías y detección de fraudes, así como los conceptos generales 

de la detección de anomalías y fraudes.  

Una vez profundizado en los planteamientos del fraude de banca en línea y 

detección de anomalías, se descubre las ventajas de los métodos no supervisados son 
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los adecuados para alcanzar el objetivo de la detección de nuevas anomalías en el 

interior del conjunto de datos bancarios online. 

Posteriormente, se selecciona Peer Group Analysis ya que se encontraron varios 

artículos y proyectos que utilizan este método en la detección de fraude en tarjetas 

bancarias. 

Por último, se verificar que PGA cumple los requisitos para lograr el objetivo 

principal del proyecto. 

 

9.1.2 Peer Group Analysis 

 

La implementación de Peer Group Analysis es dividida en dos fases, generadas a 

través de cuatro scripts.  

Los tres primeros scripts pertenecen a la fase de entrenamiento.  Durante esta fase, 

este módulo toma como entrada el conjunto de datos de las transacciones (asumidas sin 

fraudes) y produce como salida el modelo de los hábitos de consumo de cada usuario. Durante 

la fase de pruebas de este módulo,  toma como entrada transacciones no revisadas nunca y 

produce como salida una puntuación para cada transacción. Esta puntuación refleja cuánto se 

han superado los umbrales establecidos en la fase de entrenamiento, si así lo hubiera superado.  

Como se ha comentado en el anterior punto PGA, ha sido utilizada en otros 

proyectos con unos objetivos muy similares a este proyecto. Pero debido a que el 

objetivo principal es conseguir una buena eficiencia en la detección de nuevos 

fraudes, se han añadido nuevas funcionalidades y heurísticas para así poder conseguir 

un mejor rendimiento. 

 

9.1.3  Sistema de validación 

 

Finalmente, aunque el objetivo principal del proyecto era el desarrollo de un 

método no supervisado para mejorar la eficiencia en la detección de fraude, dicho 

objetivo no podía ser validado si no era a través del desarrollo de diferentes escenarios 

que simularan casos reales de fraudes en transferencias bancarias.  
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Se investigaron acerca de las principales amenazas en transferencias bancarias 

online, para poder probar dichos ataques en la aplicación desarrollada. 

Así, se diseñaron dos principales escenarios que simulan dos ataques diferentes, 

en los cuales se realizan diferentes experimentos utilizando diferentes parámetros. 

Una vez obtenidos los resultados, se verifica a través de diferentes gráficas los 

buenos resultados obtenidos en la detección de fraudes inyectados artificialmente.  

Por último, estos resultados reflejan la mejora sustancial de la eficiencia en el 

experimento donde se realizan las pruebas sólo para usuarios con una buena base de 

datos de fondo. 

 

9.2 Propuestas 

 

Tras haber concluido el desarrollo de la aplicación propuesta al comienzo del 

proyecto, consideramos que son varios las líneas que se abren para mejorar los 

resultados finales. 

A pesar de que el desarrollo del proyecto ha cumplido con los objetivos 

marcados al comienzo y ha dado lugar los resultados esperados, la aplicación es 

susceptible de ser mejorada incorporando nuevas funcionalidades o mejoras respecto a 

la implementación actual. A continuación se muestran las dos principales propuestas a 

llevar a cabo en futuros trabajos: 

 El primer punto se centra en el tamaño de las ventanas utilizadas para la 

detección de fraudes. En este caso, se ha utilizado una ventana de 1 mes tanto 

para la fase de entrenamiento como la fase de pruebas.  

Con el objetivo de poder detectar este tipo de fraudes y anomalías más 

rápidamente, se propone cambiar el sistema para poder ejecutar las pruebas 

con ventanas de tamaño de 1 y 2 semanas. 
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En este caso se debería comparar semana a semana usando diferentes meses. 

Así por ejemplo, se compararía las diferencias que existen entre la primera 

semana de un mes con la primera semana de los meses anteriores entrenados. 

 El segundo punto, se centra en el tiempo de computación en la fase de 

entrenamiento. Para poder mejorar el tiempo de ejecución, se propone crear 

procesos paralelos dentro del mismo script. 

Como resultado final el tiempo de ejecución se reduciría notablemente. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



73 
 

A. Scrum 

 

This chapter describes the basics for understanding the working method Scrum 

 

A.1 Basics  

 

To clarify the working method Scrum, in this section the basic concepts for 

understanding this method are as follows:  

 "Iteration" is a temporary block in the project. In each iteration is repeated 

similarly a work process, which generates a complete result on the final draft. 

In each iteration of the project evolution occurs (an incremental delivery is 

made), adding or improving certain requirements.  

 "Timebox" consists of a technique that establishes a maximum time to reach 

certain goals or performing certain tasks.  

 "Product Backlog" is on a list maintained by the customer and defining the 

project through objectives / requirements on project deliverables. It is 

composed of user stories. From the current knowledge that has defined the 

final draft. 

 "Product Backlog Refinement" consists in modifying the list  

 "Product Backlog" by client. This modification is performed after the 

computer displays the result of some iteration and the customer wants the 

redevelopment project. The modification can be of any type, either adding 

requirements, eliminating some existing repriorizándolos, etc.  

 "User stories» This is each of the objectives defined in "Product Backlog". 

Represent requirements in one or two sentences written in the language of the 

customer. They also express the estimated effort for each task.  
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 "Sprint" consists of the execution of each iteration, so that it generates a 

complete result.  

 "Sprint Planning" consists of a list containing the planning of tasks to be 

performed at each iteration. 

 "Sprint Backlog" is a list containing the plan to be followed by the team to 

achieve the objectives / requirements of each iteration. It is performed by the 

computer and displayed at the end of each iteration the customer. It is the 

starting point of each Sprint. " 

 "Sprint Review" meeting held at the end of each iteration, where the team 

presented to the client the results of the iteration. Depending on the results 

show, the client can make the decision to reschedule the project.  

 "Daily Scrum meeting" synchronization are daily meetings where the team 

comes together to transfer information with other members. Such meetings 

increase productivity, as each member can expose the difficulties you are 

having, may be helped by another member. 
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B. Experimental evaluation 

The following tables show the scores obtained on the different scenarios: 

B. 1 Experimental 1:  Undertrained users 

 
 

 TP Well 

without DV 

FP Well 

without DV 

8 56% 44% 

17 59% 41% 

25 62% 38% 

34 65% 35% 

42 68% 32% 

50 71% 29% 

59 73% 27% 

67 76% 24% 

75 79% 21% 

84 81% 19% 

92 82% 18% 

101 83% 17% 

109 84% 16% 

118 85% 15% 

126 85% 15% 

134 86%  14 % 

143 87% 13% 

151  88% 12% 

160 88% 12% 

168 89% 11% 

176 90% 10% 

184 90% 10% 

193 91% 9% 
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202 91% 9% 

210 92% 8% 

218 92% 8% 

227 93% 7% 

234 93% 7% 

243 93% 7% 

252 93% 7% 

260 93% 7% 

269 93% 7% 

277 94% 6% 

285 94% 6% 

294 94% 6% 

302 94% 6% 

311 94% 6% 

319 94% 6% 

327 94% 6% 

336 94% 6% 

342 94% 6% 

351 94% 6% 

360 94% 6% 

369 95% 5% 

378 95% 5% 

386 95% 5% 

394 95% 5% 

402 95% 5% 

411 95% 5% 

420 96% 4% 

428 96% 4% 

437 96% 4% 

445 96% 4% 

453 96% 4% 
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462 96% 4% 

470 96% 4% 

476 96% 4% 

488 96% 4% 

496 96% 4% 

504 96% 4% 

512 96% 4% 

521 96% 4% 

530 96% 4% 

538 96% 4% 

546 96% 4% 

554 96% 4% 

563 96% 4% 

571 96% 4% 

580 96% 4% 

588 96% 4% 

596 96% 4% 

605 96% 4% 

613 96% % 

622 96% % 

630 97% 3% 

638 97% 1% 

647 97% 3% 

655 97% 3% 

664 97% 3% 

672 97% 3% 

680 97% 3% 

689 97% 3% 

697 97% 3% 

706 97% 3% 

714 97% 3% 
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722 98% 2% 

731 98% 2% 

739 98% 2% 

748 98% 2% 

756 98% 2% 

764 98% 2% 

773 98% 2% 

781 98% 2% 

790 98% 2% 

798 98% 2% 

806 98% 2% 

815 99% 1% 

823 99% 1% 

832 99% 1% 

840 100% 0% 

 

Table B.1 Undertrainer users 

 

B. 2  Experimental 2: Well-trained users on 1 month 

 
 TP Well 

without DV 

FP Well 

without DV 

8 60% 40% 

17 64% 36% 

25 67% 33% 

34 69% 31% 

42 72% 28% 

50 75% 25% 

59 77% 23% 

67 78% 22% 

75 80% 20% 
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84 82% 18% 

92 84% 16% 

101 85% 15% 

109 86% 14% 

118 87% 13% 

126 88% 12% 

134 89% 11% 

143 90% 10% 

151 90% 10% 

160 91% 9% 

168 91% 9% 

176 92% 8% 

184 92% 8% 

193 92% 8% 

202 93% 7% 

210 93% 7% 

218 93% 7% 

227 93% 7% 

234 94% 6% 

243 94% 6% 

252 94% 6% 

260 94% 6% 

269 95% 5% 

277 95% 5% 

285 95% 5% 

294 95% 5% 

302 95% 5% 

311 95% 5% 

319 95% 5% 

327 95% 5% 

336 95% 5% 
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342 96% 4% 

351 96% 4% 

360 96% 4% 

369 96% 4% 

378 96% 4% 

386 96% 4% 

394 96% 4% 

402 96% 4% 

411 96% 4% 

420 97% 3% 

428 97% 3% 

437 97% 3% 

445 97% 3% 

453 97% 3% 

462 97% 3% 

470 97% 3% 

476 97% 3% 

488 97% 3% 

496 97% 3% 

504 97% 3% 

512 97% 3% 

521 97% 3% 

530 98% 2% 

538 98% 2% 

546 98% 2% 

554 98% 2% 

563 98% 2% 

571 98% 2% 

580 98% 2% 

588 98% 2% 

596 98% 2% 
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605 98% 2% 

613 98% 2% 

622 98% 2% 

630 98% 1% 

638 98% 1% 

647 98% 1% 

655 99% 1% 

664 99% 1% 

672 99% 1% 

680 99% 1% 

689 99% 1% 

697 99% 1% 

706 99% 1% 

714 99% 1% 

722 99% 1% 

731 99% 1% 

739 99% 1% 

748 99% 1% 

756 99% 1% 

764 99% 1% 

773 99% 1% 

781 99% 1% 

790 99% 1% 

798 99% 1% 

806 99% 1% 

815 99% 1% 

823 99% 1% 

832 99.88% 1% 

840 100% 0% 

 

Table B.2 Well- trained users on 1 month 
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B. 3  Experimental 2: Well-trained users on 2 months 

 

 TP Well 

without DV 

FP Well 

without DV 

8 63% 37% 

17 72% 28% 

25 76% 24% 

34 82% 18% 

42 86% 14% 

50 87% 13% 

59 88% 12% 

67 89% 11% 

75 90% 10% 

84 90% 10% 

92 91% 9% 

101 92% 8% 

109 92% 8% 

118 93% 7% 

126 93% 7% 

134 94% 6% 

143 94% 6% 

151 94% 6% 

160 95% 5% 

168 95% 5% 

176 95% 5% 

184 96% 4% 

193 96% 4% 

202 96% 4% 
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210 96% 4% 

218 96% 4% 

227 97% 3% 

234 97% 3% 

243 97% 3% 

252 97% 3% 

260 97% 3% 

269 97% 3% 

277 97% 3% 

285 97% 3% 

294 97% 3% 

302 97% 3% 

311 97% 3% 

319 97% 3% 

327 98% 2% 

336 98% 2% 

342 98% 2% 

351 98% 2% 

360 98% 2% 

369 98% 2% 

378 98% 2% 

386 98% 2% 

394 98% 2% 

402 98% 2% 

411 98% 2% 

420 98% 2% 

428 98% 2% 

437 98% 2% 

445 98% 2% 

453 98% 2% 

462 98% 2% 
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470 98% 2% 

476 98% 2% 

488 98% 2% 

496 98% 2% 

504 98% 2% 

512 98% 2% 

521 98% 2% 

530 99% 1% 

538 99% 1% 

546 99% 1% 

554 99% 1% 

563 99% 1% 

571 99% 1% 

580 99% 1% 

588 99% 1% 

596 99% 1% 

605 99% 1% 

613 99% 1% 

622 99% 1% 

630 99% 1% 

638 99% 1% 

647 99% 1% 

655 99% 1% 

664 99% 1% 

672 99% 1% 

680 99% 1% 

689 99% 1% 

697 99% 1% 

706 99% 1% 

714 99% 1% 

722 99% 1% 
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731 99% 1% 

739 99% 1% 

748 99% 1% 

756 99% 1% 

764 99% 1% 

773 99% 1% 

781 99% 1% 

790 99% 1% 

798 99% 1% 

806 99% 1% 

815 99% 1% 

823 99% 1% 

832 99.88% 1% 

840 100% 0% 

 

Table B.3 Well- trained users on both 2 months 
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C. Source code 

 

Due to the size of the set of all developed scripts in this thesis are too big. All can 

be found in the repository Bitbucket used by Nects group of Polytechnic of Milan. 

It can be acceded on the following link: 

https://bitbucket.org/necst/banksealer-code/branch/temporal_profile 

 

  

https://bitbucket.org/necst/banksealer-code/branch/temporal_profile
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